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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Patchset Release 22.1.1.0.0, refer to
the following documents:

e  Oracle Banking Digital Experience Installation Manuals
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Oracle Live Experience Cloud

2.0Oracle Live Experience Cloud

Oracle Live Experience Cloud, a customer engagement service for the mobile generation. With the
mobile and digital landscape shaping the way customers interact with businesses, business must
quickly adapt to changing expectations to deliver frictionless, real-time, contextual experiences
across channels. With Oracle Live Experience Cloud, business can address these new
requirements and bring a new dimension to their mobile and business applications by being able
to serve customers in the way that best meets their needs, be it HD voice, HD video, screen sharing,
and annotations.

Enabling Live Experience Cloud Service within OBDX Application

Prerequisites-

e In Order to leverage the features of live Experience Service cloud service within a OBDX,
Client must have a oracle live experience cloud active subscription.

e  While obtaining this subscription live experience cloud provides a unique client-id and client-
secret (Please note client-id/client-secret) which is required further in configurations.

If above mentioned prerequisites are satisfied then please do the following configurations in order
to enable live experience in OBDX-

LIVE_EXP_ENABLED PRELOGIN and LIVE_EXP_ENABLED POSTLOGIN are the
two property flags maintained in the OBDX system which allows the user to enable/disable Live

Experience service. The above mentioned properties are by default setto ‘No’ i.e. in order to enable
it set values of flags to ‘Yes’, which will further allow users to use live experience service.

In order to enable live experience for either pre-login or post-login scenarios execute the following
script on the database schema-

LIVE_EXP_ENABLED_PRELOGIN is use to enable/disable the live experience before the login
flow so in order to enable live experience for pre-login scenarios execute the following script on

database schema-

update DIGX_FW_CONFIG_ALL_B set PROP_VALUE='Yes' WHERE
PROP_ID="LIVE_EXP_ENABLED_PRELOGIN’;

LIVE_EXP_ENABLED_POSTLOGIN property is use to enable/disable the Live Experience feature
in post login scenario. And hence in order to enable live experience for post-login scenarios execute
the following script on database schema-

update DIGX_FW_CONFIG_ALL_B set PROP_VALUE='Yes' WHERE
PROP_ID='LIVE_EXP_ENABLED_ POSTLOGIN';
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Oracle Live Experience Cloud

1. While creating a business entity or editing a n existing entity configure following properties in
OTHERMODULE within Dynamic Module option of entity configuration wizard -

a. Live Experience Host-Provide IP or domain name of the Live Experience cloud host.
b. Live Experience Port- Provide port address for the host.

c. Oracle Live Experience Cloud User ID - <Tenant value from live exp url>

d

Oracle Live Experience Cloud Tenant ID - <Tenant value from live exp url>

Deposit Installment 50000 Applic: Server Host  mumaa012.in.oracle.com
© Dynamic Module Amount Limit
P Host application FLEXCUBE Y
> Brand =
umulative 500000 oracle/wss_username_token_client_policy
Amount Limit
Application Server Host  Mumaa012.in.oracle.com 13003
> Payment Port 7753 %
Allow Multiple Goods Y 3
5 OTHERMODULE YN
7753 004
CURRENT
5 File Upload ALWAYS 10.184.155.231
infra 443
> ForexDeal live.oraclecloud.com OAUTH IP mumO0aeo.in.oracle.com
13003 FCIS IP 0fs5220392
G 9101 QBCLPM 1P 0fs5222886
> Origination OBCLPM Port 7004 OBLM IP 10.184.159.200
0BLM Port 8003 10.184.160.23
OBVAM Port 7003 /scratch/obdx/wls/handoff/FCORE
ServiceRequest
> ! Handoff Flle Path fo /scratch/obdx/wls/handoff/UBS srle  10.184.155.74
ues
Po 5039 300

> Common

2. Store Oracle live Experience Client-id and secret in a credential store in weblogic with
following steps.

a. Login into weblogic server console page with required username/password.

b. Click on Deployment section which will show all the deployed projects and libraries.

ORACLE WanLoge sareramsatoncon

Change Center @ Home Log Gut Preferences (5 Record Help Welcome, weblsnkc | Comnected o: ol sfomain

|#

et >Summary of Daployments

View changes and restarts.

Summary of Deployments

Configuration  Conirol | Munioring

his page dispays the s of Java EE applications and standaiene applicaton modules instaliedto ths doma.
You can uasate(redepte) ordelte ol apphcoes and madules from the doman by selechng th checkbax next o the szplaton name and them using the contals on e POgE

“Ta install 2 new application or moduie for deplayment to targets n this domaie, cick Install

¥ Customize this table
Deplayments
losa| Ui [l Showing 15890f 80 frevous | et
e | Heatth [Type Targets Scape. | Domain Partitions | Deployment Order
Ubrary AdmnServer, obdx-server | Global .D:-
e e
« Install an emterprise Ubrary AdmmServer, obdx-server .(\‘Dhl .D:-
[ e e [ ©
Lbrary AdmmServer, obdx-server IO\nhl .1):-
I m—r— =
Ubrary Giobs ™
— = =
st of Running Servrs a5 of 1:32PH e clotel -
| o = =
Ubrsry Giohs w
Ubrery Giobal ™

Ubrasy Globai ™

T D
| [ o
aative | W 0K | Web Application AdmnServer, obdx-server | Global s
B mem Mive |9 0K | Emarprise Apohcation | admnsenver | obat -
Emagentsdamplany_ar(124,12.1,04.0) netve Lbraey agmesang ot 1w
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Oracle Live Experience Cloud

3. Search for com.ofss.digx.app.connector application, expand the same by clicking on it and
select com.ofss.digx.connector.rar.

Name & State | Health | Type Targets Scope | Domain Partitions | Deployment Order
i at.oradle businesseditor(1.0,12.2.1.3.0) Active Library AdminServer, obdx-server | Global 100
iadtoradle.domain(1.0,122.1.3.0) Active Library AdminServer, obdx-server | Global 100
iadtorade.domain. groowy(1.0,12.2.1.3.0) Active Library AdminServer, obdx-server | Global 100
iFatoradle. domain. webapp(1.0,12.2.1.3.0) Active Library AdminServer, obdx-server | Global 100
iat.oracle.domain. webzpp.antir-runtime(1.0,12.2.1.3.0) Active Library AdminServer, obdx-server | Global 100
ﬁadf.ara(le.doma\n‘webapp‘apachahttpchent{l‘0,12‘2‘1.3.0) Active Library AdminServer, ohdx-server | Global 100
ﬁadf.ara(le.doma\n‘wabapp‘apacha‘httpchenttache-\’l‘n,lz‘ll‘lﬂ) Active Library AdminServer, obdy-server | Global 100
iat.oradle.domain. webapp.apache fittpeore(1.0,12.2.1.3.0) Active Library Adminerver, obdx-server | Global 100
iat.oradle.domain. webzpp.apache ttpmime(1.0,12.2.1.3.0) Active Library Adminerver, obd-server | Global 100
if2dforadle.domain. webapp.apache.velocity(1.0,12.2.1.3.0) Active Library Adminerver, obdx-server | Global 100
ifyedtorade.domain.icbapp batik-bundie(1.0,12.2.1.3.0) Active Library Adminerver, obdx-server | Global 100
mad‘ radle.domain. web (1.0,12.2.13.0) Active Library AdminServer, obdx-server | Global 100
ifyedforade.domain.viebappamapis-ext{1.0.122.1.3.0) Active Library Adminerver, obdx-server | Global 100
 coherenee-transaction-rar Active |9 0K | Resource Adapter AdminServer, obdx-server | Global 100
g ,ja‘(om‘ofss‘d\gx‘app‘connettnr Active |9 0K | Enterprise Application | obdw-server Global 100
[ Modules

1 | @mm‘ufss.d\gx.tnMEtmr‘rar [ Resource Adapter
EElEs

] None to display
E Web Senices

T eneto duply

4. Then got select Security->Outbound Credential Mappings tab and select New within that tab.
ORACLE WebLogic Sarver dminisration Console 12

Change Center
View changes and restarts.
Configuration ediing s enabled. Fufure:

changes il automatic
mody, add or delete

Domsain Structure

obd_doman

@) Home Log Out preferences (B Recoed ilp a Welcome, weblogic Coenected to: obd_domain

Home

Settings for com.ofss.digx.connector.rar

Overview | Confguration  Security | Contrel | Testing | Monitaring

Soles | Poicies  Outbound Credentiol Mappings  Inbound Prncpal Maggings | Prcels

Oefbound wedertial mapsings et you mep WebLogi Server usemames fo usemames i the Enterprise Informaton System (E15) fn which you want t conec using arespunce adapts, You can use defeut ouibound credential mappings for al cutbound connecton posls n e
resourc ataptr, or specty patcuar outheund cresental mappegsfo indhida table of vagpingsfor thi resourc adapter

¥ Customize this table
erpershity
B Diaguostcs Outbound Credential Mappings
Sooving 110 10f1 Frevious | Neot
VILS User &% EIS User Qutbound Connection Pool
Default | AES_KEY ra/DIGXConnectinAES
Shnieg 11 1071 Predous | Hext
How do L s

« Creste outbound redential mappings

outhound credential mag

System Status
Health of Running Servers as of 3:04 PH

5. After going on next screen from the list of outbound connection pool select
ra/DIGXConnectorLIVEEXP and click on Next.
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Oracle Live Experience Cloud

Frem—— 1) Home Log Oct Preferences (& Recand elp Q b domain
View changes and restarts = foles

Configaton ding i enaled. Fiture Create a New Security Credential Happiog

changes vl utomabcal b acated a5 ou

ey, ad r delee tems nthisdomai. ] ] | i [ el

Domzin Structure Outbound Connection Pool

Which Outbound Coonecion Pl ol you e the cedentel mp t be asscit weh? Selectig Resurce dssterDeflt il cofigure the credetial magping or all Outboand oo Poos i this esource adapter. Each nbound Comectio Pool can then confre
themselves to ovenide these credentials.

 Cstomizethis table

Create & Hew Security Credential Hap Entry for:

Showing Lo 100 13 Previous | Next

Outbound Conmection Poal

ra/DIENCOnNEcorhES

ra/DIENConnectorkPNS

/DI ConnectorEREPORTS

HowdoL. | DI ComedtnFH

+ etz utbound et banedaLERLOD
DI ENERICREST

System Status E /DI Connector]PM_0BOX_BU

Heath of Running Servers as of 3:04PM ralDiGiConnectorlPM_OBOX_BUL
ralDiiConme

# | aiDIGiConnectorl VEEP

Shouing 110 10 of 13 Previous | Next

6. Then Select Default user option and click Next

ORACLE webLogic Server Adminisiralion Console 12¢

Change Center i Home Log Out Prfe Wekcome, weblogic | Comected to: obdx_domain

View changes and restarts

Confquraion edfing & ensbld. Fubure
changes vl automaticaly be acated s you

mody, add o s i this domain. ] (i) | T | e

e Weblogic Server liser
ob

eating inial comnections’ il configare th user that v
2 wedental mapging soediicaly for e, Seecing
tha you areconiguing. Tis user must be 2 cofigured Weblogic Sever user.

e used for creating the inial ¢
g User for unauthenticated user

chans when the 0,
configu

2 2 startd, Seleckng Defauk User wll onfigure
e user that il be used ¥

unashenticated Weblogic Server user. If

onfiqurad User yeu mest type n the WebLogic v
User for creating inital connections

 Default User
Unauthenticated WLS User

Configured User Name

Back| Ned |[Fimsh| | Camcel

System Status a
Health of Running Servers as of 3:10 PH

7. Enter Client_id provided by Oracle Live Experience Cloudin EIS user name field and Enter
your Client_Secret key of the same in EIS password field. (Client_id and Client_secret are
provided after subscribing to the oracle live experience cloud service and shown in below
screenshot). After entering the details click on the Finish.
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ORACLE Live Experience

/ﬁ\‘ Home

* Security

@ Applications

Applications > ZigBank

Details Media Quality Recording Awailability Origin Domains

Application Name ZigBank

Client ID “ce pcvad 3dcd

Client Secret Display Secret

authorization server.

Experience. You can find the steps outlined here.

Oracle Live Experience Cloud

0

Engagement Quality Localization Notifications

The "Client ID" is a public identifier for the application.

The "Client Secret” is a secret known only to the application and

Please Note: Don't forget to install the code snippets into your application to start using the Oracle Live

ORACLE' WebLogic Server Adminisirafion Cansole 12¢

Change Center A Home Log ut Preferenc

‘View changes and restarts
Configuraion edtng i enabled. Future Create a ew Security Credetial Happing
changes il auorabicaly be schvated 25 you

MOGFy, 244 er delete items i this domain. Bae [Ned || Fnsn | cancal
Domain Structure EIS User Name and Password
obéx_demain

Confiune th E15 User Name and Passwerd tha you woed et map the WiebLogi Semver User ts:

Enter the E1S User Name:

“EIS User Name: e

Enter the EIS Passuard:

“EI5 Password:

* Confirm Password:
How do L. g

Bark [Ned | Finsn || Canoel

Welcome, weblogic | Connectad to: obdx_domain

System Status a
Hesth of Rumning Servers 2 of 3:12 P

Above mentioned steps are required for enabling the live Experience cloud service within OBDX

application.

Restart the managed server. For verification, below API should return token

http://<OHS host>:<OHS port>/digx/vl/liveExperience/accessToken?locale=en

In addition to this each individual user has further granular control of enabling or disabling the live
Experience service by enabling/disabling corresponding preference within user preferences.

Live Help

Live Help

MNote : Disabling this will disable the oracle live feature,
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Oracle Live Experience Cloud

Note: If admin level control property/flag LIVE_EXP_ENABLED POSTLOGIN is set to ‘No’ then
user cannot override the preference to enable the live experience i.e. in that case Live experience
service will be disabled for all the user irrespective of their preferences.)

If the Live Experience service is enabled at administrative as well as user level in either pre-login
or post-login scenarios the Live Experience widget appears on the screen to proactively prompt
customer for engagement with bank associate.

= i@ futura bank
Login to Futura Bank Online Banking
Using Futura Bank Internet banking for the first time? Register now
Forgot Usemame | Forgot Password
Apply Now Claim Money Wallet Sign Up

Hey, | am here to help if you
-'

When clicked on the prompted widget, depending on the Customer engagement scenarios
configured by the bank customer will be able to interact dynamically with bank associate using any
combination of voice, video and screen share.

Copyright ® 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions

Home
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